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Language of instruction: English
Overview
This course is composed of four parts respectively dedicated to Color Reproduction, Security Printing  and Visual Cryptography. The fourth part is a project related to the two first topics.
Overview of the Color Reproduction part:
The appearance of objects, especially paintings or prints, comes from the interpretation by the human observer of the light signal reflected by (or transmitted through) the object in its lighting environment. The aim of this course is to introduce some of the main optical phenomena underlying the colored appearance of surfaces, and learn how appearance can be scientifically assessed, physically measured, and\or predicted by taking into account the physical parameters of the coloration process and of the materials, the geometry of the illumination and observation systems. Second aim of this course is to learn the bases of digital halftoning and potential way of graphical innovation.
Overview of the Security printing part:
Face to counterfeiting, the authentication of documents as packaging and ID cards can be addressed by image analysis of some printing impacts. The aim of the course is to study how to verify both the origin and content of documents through elements chosen or designed for their sensitivity to noise coming from the printing system and the ink-substrate interaction. The background and assumptions about opponents and authentication channels are addressed before focusing on degradation recognition and information loss, two strategies used for copy detection. To fulfill the objective, some of the resulting techniques are coupled to primitives in digital security.
Overview of Visual Cryptography
Visual cryptography is a visual implementation of secret sharing, a modern cryptographic paradigm suggested for solving problems such as key storage between several individuals. In this way, each of the so-called participants received one shadow image which does not leak any information about the secret image. This last one is only revealed when superimposing several of the image shadows (so without any computation). The aim of the course is to construct different encoding schemes able to deliver proper shadow combinations, proved optimal for some of them, especially in terms of contrast. 
Overview of the project work
This part includes an individual and unsupervised project based on any topic adressed in the courses Color Reproduction and Security Printing. Each student is invited to produce a demonstrator, develop of theoretical model or test an algorithm of his/her choice. The project can be carried out on free time (three months are allowed) and take benefit, on demand, of ressources and equipment of the laboratory Hubert Curien and Institut d'Optique Graduate School. 
The deliverable is a small report and the demonstrator / algorithm / theoretical model produced. Evaluation is based on originality, autonomy, scientific rigourness, results, and report.
Learning outcomes
On successful completion of this course, students should have the skills and knowledge to:

Color reproduction
· Mastering the radiometric concepts and the way they can be measured.
· Recognizing the different optical phenomena underlying the visual appearance of objects (absorption, reflection by interfaces, surface or volume scattering, propagation of light in stratified media).
· Predicting the evolution of color as a function of varying parameters such as: refractive indices, dye or pigment concentration, surface topology, layer thickness…
· Handling concepts related to printing, such as image dithering and printing resolution, determining the resolution limit for a given printing system
· Knowing the main printing systems and their capacities
· Having understood the principle of the prediction models, and knowing the main steps to carry out color prediction
Security Printing
· Profiling a printer: how to learn a profile?
· Modeling and calibrating a print-and-scan channel for print identification
· Image quality assessment, useful in copy detection
· Image registration based on keypoints or intensity depending on the anti-copy features 
· Modification detection: with or without key
· Implement handcrafted invariant features for print recognition
· Reading and measuring a ROC curve to get the performance of a verification system
Visual Cryptography
· Different models for visual secret sharing between n participants
· Digital image halftoning for covering shadow images, useful to conceal the existence of a shadow
· Securing shadows against modification  
Content
Color reproduction
· Contone colors: a few example
· Contone colors: optical models
· Digital halftoning
· Optical models for halftone prints
Security Printing
· Authentication channels
· Print-and-scan models 
· Print Test Shapes
· Copy Sensitive Graphical Codes
Visual Cryptography
· Cryptography for secret sharing
· Visual secret sharing
· Extended visual secret sharing
· Halftone secret sharing
Teaching methods	
· Lectures: 18 hours
· Exercises : 21 hours
· Project work: free time
Study materials	
· Optical models for color reproduction, Hébert, available online: http://paristech.institutoptique.fr/site.php?id=797&fileid=22780
· « Anti-copy features for protecting documents », an introductive chapter by I. Tkachenko, A. Tremeau, and T. Fournel, avalaible in French version 
· ‘Visual cryptography’ by T. Fournel (under preparation)
Assumed Knowledge
· Photometry and colorimetry concepts (course Color Science at UEF)
Evaluation criteria
· Written exams: 80%
· Project: 20%




Erasmus Mundus Joint Master Degree Photonics for Security Reliability and Safety 


 


           


 


 


Image


-


based security


 


5


 


ECTS


 


 


 


 


 


 


UJM


 


semester 


3


 


Course instructor


: 


Prof. 


Thierry Fournel and Ass. Prof. Mathieu Hébert


 


 


Language of instruction: English


 


Overview


 


This course is composed of four parts respectively dedicated to Color Reproduction, Security 


Printing  


and Visual Cryptography. The fourth part is a project related to the two first topics.


 


Overview of the Color Reproduction part:


 


The appearance of objects, especially paintings or prints, comes from the interpretation by the human 


observer of the 


light signal reflected by (or transmitted through) the object in its lighting environment. 


The aim of this course is to introduce some of the main optical phenomena underlying the colored 


app


eara


nce of surfaces


, 


and 


learn how appearance 


can be


 


scientifical


ly


 


assessed, physically measured, 


and


\


or predicted by taking into account the physical parameters of the coloration process and of the 


materials, the geometry of the illumination and observation systems. Second aim of this course is to 


learn the bases of d


igital halftoning and potential way of graphical innovation.


 


Overview of the Security printing part:


 


Face to counterfeiting, t


he authentication of documents as 


packaging and ID cards can be addressed 


by image analysis of 


some 


printing 


impacts


. 


The aim of 


the course is to study how to verify both the 


origin and content of documents through elements


 


chosen or designed for their sensitivity to 


noise


 


coming from the printing system and the ink


-


substrate interaction. 


The 


background and


 


a


ssumptions 


about opponen


ts and authentication channels 


are


 


addressed


 


before 


focusing on degradation 


recognition and information loss


, two strategies used for 


copy detection. 


To fulfill the objective, some 


of t


he resulting techniques


 


are coupled to primitives


 


in digital security


.


 


Overview of 


Visual Cryptography


 


Visual cryptography is a visual implementation of


 


secret sharing, a 


modern 


cryptographic paradigm


 


suggested for solving problems such as key storage between several individuals. 


In this way, each of 


the so


-


called participant


s received one shadow image which does not leak any information about the 


secret image. This last one is only revealed when superimposing several 


of the 


image shadows (so 


without any computation). The aim of the course is to construct different encoding sc


hemes able to 


deliver proper 


shadow combinations,


 


proved optimal for some of them, especially in terms of contrast.


 


 


Overview of the project work


 


This part includes 


an individual and unsupervised project based on any topic adressed in the courses 


Color Rep


roduction and Security Printing. Each student is invited to produce a demonstrator, develop 


of theoretical model or test an algorithm of 


his/her


 


choice. The project can be carried out on free time 


(three months are allowed) and take benefit, on demand, of 


ressources and eq


uipment


 


of the 


laboratory Hubert Curien and Institut d'Optique Graduate School. 


 


The deliverable is a small report and the demonstrator / algorithm / theoretical model produced. 


Evaluation is based on or


i


ginality, autonomy, scientific 


rigourness, results, and report.


 


Learning outcomes


 


On successful completion of this course, students should have the skills and knowledge to:


 


 


Color reproduction


 




Erasmus Mundus Joint Master Degree Photonics for Security Reliability and Safety                    Image - based security   5   ECTS             UJM   semester  3   Course instructor :  Prof.  Thierry Fournel and Ass. Prof. Mathieu Hébert     Language of instruction: English   Overview   This course is composed of four parts respectively dedicated to Color Reproduction, Security  Printing   and Visual Cryptography. The fourth part is a project related to the two first topics.   Overview of the Color Reproduction part:   The appearance of objects, especially paintings or prints, comes from the interpretation by the human  observer of the  light signal reflected by (or transmitted through) the object in its lighting environment.  The aim of this course is to introduce some of the main optical phenomena underlying the colored  app eara nce of surfaces ,  and  learn how appearance  can be   scientifical ly   assessed, physically measured,  and \ or predicted by taking into account the physical parameters of the coloration process and of the  materials, the geometry of the illumination and observation systems. Second aim of this course is to  learn the bases of d igital halftoning and potential way of graphical innovation.   Overview of the Security printing part:   Face to counterfeiting, t he authentication of documents as  packaging and ID cards can be addressed  by image analysis of  some  printing  impacts .  The aim of  the course is to study how to verify both the  origin and content of documents through elements   chosen or designed for their sensitivity to  noise   coming from the printing system and the ink - substrate interaction.  The  background and   a ssumptions  about opponen ts and authentication channels  are   addressed   before  focusing on degradation  recognition and information loss , two strategies used for  copy detection.  To fulfill the objective, some  of t he resulting techniques   are coupled to primitives   in digital security .   Overview of  Visual Cryptography   Visual cryptography is a visual implementation of   secret sharing, a  modern  cryptographic paradigm   suggested for solving problems such as key storage between several individuals.  In this way, each of  the so - called participant s received one shadow image which does not leak any information about the  secret image. This last one is only revealed when superimposing several  of the  image shadows (so  without any computation). The aim of the course is to construct different encoding sc hemes able to  deliver proper  shadow combinations,   proved optimal for some of them, especially in terms of contrast.     Overview of the project work   This part includes  an individual and unsupervised project based on any topic adressed in the courses  Color Rep roduction and Security Printing. Each student is invited to produce a demonstrator, develop  of theoretical model or test an algorithm of  his/her   choice. The project can be carried out on free time  (three months are allowed) and take benefit, on demand, of  ressources and eq uipment   of the  laboratory Hubert Curien and Institut d'Optique Graduate School.    The deliverable is a small report and the demonstrator / algorithm / theoretical model produced.  Evaluation is based on or i ginality, autonomy, scientific  rigourness, results, and report.   Learning outcomes   On successful completion of this course, students should have the skills and knowledge to:     Color reproduction  

